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Cyber attacks represent a greater threat to 
most organizations than weather, fire 
and social unrest combined. Supply 

chain managers should know how to mitigate the 
cyber risk while optimizing an increasingly so-
phisticated supply chain. This requires an appre-
ciation of cyber challenges facing an organiza-
tion, and the skills and tools to respond.

Organizations frequently underestimate the 
impact of a cyber-event and the size, duration 
and operational cost of the response. Most sup-
ply chain practitioner’s knowledge of cyber risk is 
limited to what they glean from the news. Head-
lines focus on high profile losses from companies 
like Target, Home Depot and Neiman Marcus 
without discussing the techniques, tactics and 
procedures used to compromise the system. The 
response and risk mitigation is typically directed 
at the CIO and discussed in the context of tech-
nology and process solutions.  

However, the risk is broader than just the loss 
of credit cards and privacy related information. 
This misconception may stem from the fact that 
most discussions focus on the consequences of 
a “cyber breach”, which excludes cyber-related 
risks associated with counterfeit and tainted com-
ponents, regulatory requirements and reporting 
and legal liability.  

Many firms underestimate the breadth of the 
attack surface and the variety of potential im-
pacts associated with a cyber-event. The results 
of cyber related risk can manifest in a range of 
outcomes like loss of personal, financial, confi-
dential and proprietary information; operational 
disruption; legal liability; extortion and collateral 
financial (stock price) and reputational damage. 
The response can vary depending on the event.  

It’s important to understand the variety and 
scope of potential cyber events. Supply chain 
cyber risks are becoming more complex. This 
awareness is driving the development of regula-
tion and “guidance” documents that will impact 
global supply chain risk management.  

While these guidance documents are devel-
oped and intended for a specific audience, an-
ticipate that they will be used to define best prac-

tices, which will become the foundation for legislation and regulation 
across most markets. As a result, liability and audit trends are likely to 
increase enterprise risk concerns and expand reporting requirements. 
The fact that audit and compliance frameworks are firming up in ad-
vance of many commercial organization’s ability to respond.

Many cyber vulnerabilities come from decisions made by supply 
chain practitioners. The risk profile is affected by routine decisions like:
• Choice and implementation of supplier and risk management tools;
•  Supplier selection and the selected supplier’s stability, responsiveness, 

cash flow, available capital and security compliance and transparency;
• Supplier access and integration;  
• Supply chain data location and storage;
•  Integration of supplier development and QA functions into the prod-

uct development process;
• Choice of contract language; and
• Supplier management and assessment methodology.

Mitigating cyber risk requires a cyber supply chain risk management 
approach coordinating the supply chain, IT, cyber security and enter-
prise risk management disciplines. Effectively framing cyber risk re-
quires the participation of a cross-functional leadership team, operating 
from a common understanding of business and cyber issues.

Supply chain professionals must also understand what an appropri-
ate response entails. Decisions must enhance IT and network securi-
ty’s ability to detect and deal with cyber compromise. This requires a 
broad understanding of potential challenges and mechanisms, as well 
as contract language, to ensure early detection, reporting, information 
sharing and participation in remediation and forensics activity.

For damage control, supply chain professionals must create con-
ditions that make certain all required parties participate. They must 
also ensure that their decisions protect the interests of their organiza-
tions. Cyber-related training and staff development must be integrated 
into professional standards and organizational planning. The ability 
to understand and apply controls, processes and contract clauses will 
become a key skill as risk management matures. Smaller companies 
should consider short-term contract support to develop the practices 
and processes, enabling their employees to focus on the business.

After years of honing risk management skills, supply chains have 
been thrown a new complication: cyber risk. This is an arcane and 
nuanced problem requiring a new set of staff, capabilities and processes 
to incorporate it into traditional risk management systems.  B2B B2B
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“Organizations frequently underestimate the 
impact of a cyber-event and the size, duration 

and operational cost of the response.”


